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Introduction to LLMs

How does an LLM work? What are advantages and disadvantages?
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A_ICIassification

Artificial Intelligence
»Solving problems that require people to act intelligently”

Machine Learning
“Learning from pattern in data”

Artificial Neural Networks (ANNs)

,Learning by means of connectionist models”

Deep Neural Networks
,Learning by ANNs with lots of layers”

Generative Al Large Language
,Learning and generating” Models (LLMs)

imbus
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Large Language Models (LLMSs) <i}|bus

= Typically implemented with neural

networks

= with billions of parameters cat0.4

, _ The quick brown dog 0.3
= |LLMs were trained with hugh amounts

of data fox 0.7
= (QOpenSource data

" GenAl generated data

» LLMs predict the next word!
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LLMs <i}|bus

How does it work?

= LM breaks down text into tokens

" Tokens can be WOrdS, partial—words,tOke” token token token token token token
letters, ... omm— . .
: . e qulicC rown. umps over the lazy aog.
—1 Token is roughly equivalent to d Jump y 408
0,75 words
token token  token token token token

= Different tokens for different languages for different LLM

" The context of an LLM is defined by number of tokens
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How does it work? In a little more detail

Neural Network 1

Context Matrix

The guick brown foxjumps over the lazy dog!
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Final Context Vector
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Characteristics of an LLM <il\nbus

Strengths Weaknesses

e very good understanding of language ¢ quality depends on training data
 versatile in use * need to provide context

e fast once trained e loss of the middle”

 can adapt * hallucinations

" Be aware of strengths and weaknesses of an LLM
" An LLM doesn‘t think!

" |t is a language model, not a calculator!
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imbus

LLMs and test automation

How can LLMs support test automation? Examples
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Generic test automation architecture

imbus

Test Definition Layer

Test Cases

Test Data

Keyword Libraries
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Generic test automation architecture and LLMs g, imb
i) imbus
Derivation of a keyword library
Generation of test conditions s -
and test case specification \ Test Definition Iayer 7 é __— Generation of Test Data
P -

‘w'

Documentation of keywords ——1, ~tl-

Test Cases t“;t Te:)ata@
D —— Analysis of keyword library

Review of keywords / \ Test Execution Layer é Manual
I ——- Y‘m Execution
gR_ \

Layer

>ecut}\
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Assistant
Explanation of technical defects Library Integration
Logging & é
2 Reportlr.‘c I

Loggin
Reporting |

Exception
Handling

Self-healing test scripts

Generation of test report/
Summary of test results

Mainframe
| ||
Database

Selection of test cases

. System under Test
Code generation Y

imbus

Partners/Conferences

peje-ese-
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Al-generated test specification <i|\nbus

A 4
: : : TP FRESENIUS
Goal: Save time and money during test specification o  EDICAL CARE
e Test case generation based on requirements in the medical device domain

e Basic model supported by an Retrieval Augmented Approach (RAG)
* Include customer knowledge without further training/fine-tuning
e Use of user manual, design documents, ...

* Open source LLM Llama 3.1 / Claude 3.5 Sonnet

 Self-implemented Retriever aWS %
e Execution in a private cloud m
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Al-based test specification

Retrieval Augmented Generation (RAG) - Process

Requirement

Text sections
(Chunks)

— :

ReIeva nt Documentation
Documents
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Al-based test specification <i|\nbus

Phase 1 — Select text sections

Pﬂ
LLM LLM l LLM

é LLM
& & 3 s

Y, Y, B,

== FRESENIUS
Y MEDICAL CARE

HyDE
o ao
<>
A extracts % extracts 5%3 improves & asks = finds .
> - S8

Requirement Summary of 3 Search RAG
Requirement Criteria Database
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Al-based test specification <i|\nbus

Retrieval Augmented Generation (RAG) - Process
5 =" FRESENIUS

v  MEDICAL CARE

Requirment

- N

—=

- >

U Manuals
Relevant Documentation
Documents
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Al-based test specification

Phase 2 — Generates test case

LLM
Reranker

LLM
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a»
extracts
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Test sections
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<él\nbus
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ETQB Portfolio

What is new and Al related?
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N_ew ISTQB Portfolio

” ISTQB® Add-On
- Alliances Certification . i
- Add-on certification sl R Soft Sk.ms
oth O—O supportingskils ~ O——() - Domain Knowledge
o Alliances - Business Knowledge
approaches IREB® - TMMI® - IQBBA®

SPEcIALSY

S
Q“O\‘“'(\ K@ Y e'

chotﬂ""e ge\®
s Test
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ISTQB Portfolio
Certified Tester Al Testing

e Based on three , Al+Test” syllabi from
the ISTQB ecosystem

e Released in October 2021 rane addon

Certification
Practical Tester by A4Q

Supporting Skills

Alliances
IREB® - TMMI® - IQBBA®

* Introduction into Al/ML
e Testing of Al-based systems . S—

. . [
e Testing with Al ‘ quat® goc® N

<
act® o

char
aTest

e Currently in rework
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ISTQB Portfolio
Certified Tester Testing with Generative Al

e Released in July 2025
* Practical 2 day training

ISTQB® Add-On

Certification
Practical Tester by A4Q

Supporting Skills

Alliances
IREB® - TMMI® - IQBBA®

e Understand the principles
of generative Al 5 SPECIALST

* Develop practical skills in prompting " oy o

chav qe\5
s Test

e Understand risks of generative Al

 Roadmap of adopting GenAl in companies

Dr. K. Dussa-Zieger | 2025-11-20 | Journeé Tunisienne des Tests Logiciels



T_esting with Generative Al (CT-GenAl)

Introduction to GenAl for
Software Testing

Prompt Engineering for
Effective Software Testing

Managing Risks of GenAl in
Software Testing

Process

GenAl Foundations and Key Effective Prompt Development

Concepts Hallucinations, Reasoning
Errors and Bioses
Applying Prompt Engineering
Leveraging GenAl in Software Technigues
Testing: Core Principles Data Privacy and Security
Risks
Evaluate GenAl Results and
Refine Prompts
Energy Consumption and
Environmental Impact of

GenAl

Al Regulations, Standards and

Best Practice Frameworks
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LLM-Powered Solutions for
Software Testing

Architectural Approaches for
LLM-Powered Testing

Solutions

Fine-Tuning and LLMOps:
Operationalizing GenAl

Deploying and Integrating
GenAl in Test Organizations

Roadmap for Adoption of
GenAl

Manage Change when

Adopting GenAl

https://istab.org/certifications/gen-ai/
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T_akeaways <il\nbus

* Use GenAl / LLMs like a diligent, but dumb co-worker

* Reflect before using LLMs what you want them to do
e Stay in the driver’s seat

* Check the results before using them

» Al is not going to go away - Use it to support testing

» Work on your knowhow and skills
» Human intelligence and guidance is needed
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CONTACT <i},|,.,,

imbus AG

Kleinseebacher Str. 9

91096 Mohrendorf

GERMANY

Tel. +49 9131 7518-0 imbus worldwide:

info@imbus.de www.imbus.de/en
WWWw.gs-tag.de/en

k.dussa-zieger@istgb.org
klaudia.dussa-zieger@imbus.de
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